ICMP: Internet Control Message Protocol (Ping and Trace Route)
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o Frame 5: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on inter

# Ethernet II, Src: c2:01:1a:18:00:00 (c2:01:1a:18:00:00), Dst: c2:02:09:58:00:00 (c2:02:09:58:00:00
# Internet Protocol version 4, Src: 192,168.12.1 (192.168.12.1), Ost: 192.168.12.2 (192.168.12.2)

- Internet Control Message Protocol
Type: 8 (Echo (ping) request)
code: O

Checksum: Ox6c/78 [correct]
Identifier (BE): 0 (0x0000)
Identifier (LE): O (0x0000)
Sequence numsber (BE): 1 (0x0001)
sequence number (LE): 256 (Ox0100)

= pata (72 bytes)
Data: 00000000000111d0abcdabcdabcdabecdabecdabecdabcdabed. ..
[Length: 72]

Finaei91ad Message ICMP echo request
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# Ethernet II, Src: c2:02:09:58:00:00 (c2:02:09:58:00:00), Ost: c2:01:1a:18:00:00 (c2:01:1a:18:00:00)

7 Internet Protocol Version 4, Src: 192.168.12.2 (192.168.12.2), Dst: 192.168.12.1 (192.168.12.1)
Internet control Message Protocol

Type: 0 (Echo (ping) reply)

code: 0

Checksum: 0x7478 [correct]

Identifier (BE): 0 (0x0000)

Identifier (LE): 0 (0x0000)

Sequence number (BE): 1 (O0x0001)

sequence nusber (LE): 256 (0x0100)

[Request frame: 51

[Response Time: 44,194 ms]

pata (72 bytes)
pata: 00000000000111d0abcdabcdabecdabecdabedabecdabedabed. ..
[Length: 72]

ANagiN19189 Message ICMP echo reply
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SRC: 192.168.1.102
DST: 172.29.16.10

172.29.16.10

ICMP Type Reply
SRC: 172.20.16.10
DST: 192.168.1,102
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> Frame 84: 783 bytes on wire (6264 bits), 783 bytes captured (6264 bits)
Ethernet II, Src: IntelCor_c9:76:c9 (e4:a7:a@:c9:76:c9), Dst: Skyworth_z
v Internet Protocol Version 4, Src: 192.168.1.34, Dst: 216.58.203.78
0100 .... = Version: 4
. 0101 = Header Length: 2@ bytes (5)

> Differentiated Services Field: @xe@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 769

Identification: @xaead (44717)

Flags: @x4000, Don't fragment
—_— e R
Time to live: 128
- Tmrmrr = TET D

Header checksum: @xe3fS [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.1.34

Destination: 216.58.203.78

> Transmission Control Protocol, Src Port: 53720, Dst Port: 80, Seq: 1, Ac
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1. ping -l
\unnsszyauIAT84 Packet icmp Navdsaanti drunnldlsmuuatiaziaunn 32 bytes

ASL WIWUNNITARIN9a2 ping U1 dns 289 google(8.8.8.8) Inailainm size 40 1000 bytes 1 1

ping 8.8.8.8 —| 1000

Pinging B8.8.8.8 with 1000 bytes of data:

Reply from 8.8.8.8: time=32ms TTL=113
Reply from 8.8.8.8: time=32ms TTL=113
Reply from 8.8.8.8: time=32ms TTL=113
Reply from 8.8.8.8: time=32ms TTL=113
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2. ping -n
N7 ping A1n Computer Mkt Windows Unfazlinisgs icmp echo request luuwdananig 4
packets WA TULNNASY 1Y 131aend9aanlilui dns 189 google(8.8.8.8)WA 2 packets NATNITANNLA
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ping —n

ping 8.8.8.8 —n 2
Pinging B8.8.8.8 with 32 bytes of data:

from 8.8.8.8: bytes=32 time=31ms TTL=113
from B.8.8.8: bytes=32 time=30ms TTL=113
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3. ping -t
A7 ping A7N Computer N1 Windows 1nfiaziin13ds icmp echo request Tiundanamnnalae

Default 4 packets wilutneAss iy 131e81ngeaantilun dns 229 google(8.8.8.8) tnaeliliag 1ivagdn

[ %

fune packet wngliiavielalunsdldasazfanansariuueld
ping —t
ping 8.8.8.8 —t

Pinging B8.8.8.8 with 32 bytes of data:
from B.8.8.8: bytes=32 time=32ms TTL=113
from B8.8.8.8: bytes=32 time=86ms TTL=113
from B.8.8.8: bytes=32 time=33ms TTL=113
from B8.8.8.8: bytes=32 time=30ms TTL=113
from B.8.8.8: bytes=32_time=30ms TTL=113
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4. ping -f
lun13ds packet aanly wn packet Haunalugjiiuan MTU(maximum transmission unit) 284
wanginsni Router, Switch N19gj511319M14 69 Packet 1841317az 1AW 93071 FaIN91N"9910 Fragment
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waldaesialdladadananne vnnisnsesnisuandiagnii Packet icmp 2898u1z!! (Don,t Fragment)
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ping —f
ping 8.8.8.8 —f

Pinging B6.8.8.8 with 32 bytes of data:

Reply from B8.8.8.8: bytes=32 time=30ms TTL=113
Reply from B8.8.8.8: bytes=32 time=31ms TTL=113
Reply from 8.8.8.8: bytes=32 time=32ms TTL=113
Reply from 8.8.8.8: bytes=32 time=31ms TTL=113
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ping —i

ping 8.8.8.8 —i 100

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=49ms TTL=113
Reply from 8.8.8.8: bytes=32 time=34ms TTL=113
Reply from 8.8.8.8: bytes=32 time=34ms TTL=113
Reply from 8.8.8.8: bytes=32 time=35ms TTL=113
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6. ping -s
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ping =S

ping 8.8.8.8 —-S 192.168.1.128

Pinging 8.8.8.8 with 32 bytes
Reply from 8.8.8.8: bytes=32 time=33ms TTL=113
Reply from 8.8.8.8: bytes=32 time=482ms TTL=113
Reply from 8.8.8.8: bytes=32 time=73ms TTL=113
Reply from B8.8.8.8: bytes=32 time=32ms TTL=113
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7. ping -a
Tunsiifenaumaneiad IP address aasailnsnfilananig wsitsnesniTevesginsnl
a1en1e fauna’ld ping -a daglAATY Feen9wy 1319aN3ILIN (P 8.8.8.8 Niad1azls naunm

dnda ping Faid
ping —a
ping —a 8.8.8.8

Pinging [8.8.8.8]
Reply from B8.8.8.8: bytes=32 time=31ms TTL=113
Reply from B.8.8.8: bytes=32 time=59ms TTL=113
Reply from B8.8.8.8: bytes=32 time=33ms TTL=113
Reply from B8.8.8.8: bytes=32 time=31ms TTL=113
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8. ping -r
WINLIFRINIINIIUIN packet icmp 731 ping tlrrudunneiidu IP Address azlsting 131
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ping —r

ping 10.10.10.1 —r 4
Pinging 10.10.10.1 with 32 butes of data:

Reply from 10.10.10.1: bytes=32 time=11ms TTL=252
Route:
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9. ping -4
TunsiiAzas Computer 1B9LIINNTAIAINI IPV4 Laz IPv6 agilu card lan Lazisnfasnng
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ping —4

ping wwuw.google.com —4

Pinging www.google.com [10.10.27.228] with 32 bytes

Reply from 10.10.27.228: bytes=32 time=26ms TTL=49
Reply from 10.10.27.228: bytes=32 time=23ms TTL=49
Reply from 10.10.27.228: bytes=32 time=24ms TTL=49
Reply from 10.10.27.228: bytes=32 time=23ms TTL=49
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10. ping -6
TunstiiAzed Computer 28L5MHNNIFNAINI IPv4 uaT IPV6 agilu card lan uazisnsang
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ping wwuw.google.com -6

Pinging www.google.com [2404:6800:4001:804::10]

Reply from 2404:6800:4001:804::10%10: time=40ms
Reply from 2404:6800:4001:804::10%10: time=42ms
Reply from 2404:6800:4001:804::10%10: time=35ms
Reply from 2404:6800:4001:804::10%10: time=36ms
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