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1. ANsULUSHNTY

9NetScan ﬁaLﬂ?aﬁaﬁm%’ué’umuaﬁLﬂsﬁxﬁqﬂﬂimﬂuLﬂ%a‘dﬂﬂ 5995V ICMP Ping, ARP Scan, Port Scan Wag LLDP/CDP Lﬁaixu IP, MAC, Vendor, OS

uazUszLamgunsallidmlud® wiou Export Excel/TXT uaziUSeuiieunaaunuls

ANNEINTANEN

=
IYasaEn

Host Discovery ﬁumqﬂﬂiﬂiﬁ Online ¢ ICMP Ping wag ARP Scan (Layer 2)
Port Scanning aunu TCP Port uazswy Service 1w HTTP, SSH, RDP, SMB 8nluii®
LLDP / CDP Aumn Switch, Router, AP Tusgéiu Layer 2 Tnonss

MAC Vendor seyivieduanain MAC Address (g1udfoya 1,500+ 516m13)

OS Detection W15zUUUURNM59INAY TTL (Windows / Linux / Cisco)
Compare WSsuiisunaauny 2 ase m Host fimeldndewfindu
Export Export 10w Excel (xlsx) uaz Text (.txt) w501 Open Folder
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2. MSANALIUSLNSY

2.1 AMUABINITIZUY

578015 Joruun

SEUUUURNT Windows 10 / 11 (64-bit)

RAM 0819198 4 GB (Luzi 8 GB)

avid Administrator (F118udm3u ARP Scan uaz LLDP/CDP)
Network Wewsoriu Network Tiesnsaun

uinar 0819t0Y 300 MB

2.2 YUNDUANAS

autdananiilia 9NetScan_Setup_v1.l.exe
o Sulw@anniiu 9HUA Training

o nalvgEAGumidaAld

v
UAC popup Jusn — na Yes
« Windows 9za1ai@vis Administrator

«  nA Yes Lieauyn

nA Next — | Agree — Install — Finish
o I Agree = goufudeulunsldom

o TUsunsuazad e Shortcut Ul Desktop lugf

Waldsunsulneaiinuan — Run as administrator

o duludossulugiuz Admin e

« el ARP Scan uaw LLDP/CDP vhenilé
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A\ important: 10 Antivirus udaien 1 False Positive wihtiu — Tusunsariun1sATIa@8U N Microsoft Security Intelligence W& Uasadiy 100%
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3. d@2uf9 o Yadldsunsy

=
IYasEn

Title Bar Talf 9HUA, delusunsy, en Theme, unfini

Sidebar €18 Faein Target IP, Port Range, Discovery Method, Threads

Dashboard W3R Scanned / Online / Ping Alive / Offline / Open Ports / L2 Neighbors
Progress Bar WER % AAUAUNENVAE Scan

ufiu HOSTS ms1sgUnsalfidumUomLn

witu PORTS swaziBen Port filnveuday Host

uiiu L2 NEIGHBORS gunsaliwuan LLDP/COP

witu SCAN LOG Log N5¥1191ULUY Real-time

wilu COMPARE Wisudleusaaunu 2
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4. 350151497 — Step by Step

4.1 nAviun Target IP

o

Fe93UsULUUNISNTEN IP MiaNgluy Aail:

suuuy PRGN

Single IP 192.168.1.1

Range (&u) 192.168.1.1-254

CIDR 192.168.1.0/24

Subnet Mask 192.168.1.0 255.255.255.0
Multi-Range 192.168.1.1-5, 192.168.1.10-15

4.2 HeAn Port Scanning

1Un Enable Port Scanning

«  fingnil Enable Port Scanning (WnANEuL)

2 A1%uUA Port Range

e 1-1024 — Well-known ports (152, wuzih)

o 1-65535 — @unuyn Port (41 ueATU)

. Common — an1g Port gaafiey 1w 22, 80, 443, 3389

é]"»i Port Timeout

< 057 — LAN WlY

« 129 — Network 71l Latency g
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4.3 L%m Scan

nadu START SCAN

e Progress Bar 9zLand % AUAUNTI

o -

o wavwanslu HOSTS WuU Real-time

ANATENING Scan

«  manfiualu HOSTS legsieazidunlu SCAN LOG

o -

o @i Online/Offline dUARSRLWITA

wga Scan (§1¢89n13)

«  nady STOP SCAN

nafildauianeutiuginsey
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5. N159IUNANIS Scan

5.1 peduiluwiiu HOSTS

AIUNUY

STATUS ® ONLINE &3 = 1Unog | O OFFLINE duns = Ua/lsinevaues
PING V 87 = movaues ICMP | X duns = limouauss Ping
IP ADDRESS mneau IP vasgunsel

HOSTNAME HpiA3oaTn Reverse DNS

MAC ADDRESS ey MAC Address

VENDOR BviorfuanaIN MAC OUI

0s SEUUUURNT (leann TTL)

DEVICE TYPE ‘Uizl,mllqﬂﬂiﬁﬁ 19U SERVER, WINDOWS, ROUTER

LATENCY LAINBUAUDY — 1WEI<10ms / 1niad<100ms / 4Ad>100ms
OPEN PORTS Port fiUnag (g4an 8 Port)

TTL Time-to-Live 910 Ping Response

V' Tip: Andl Header vasnaduiiiie Sort Joya AdnTLNeNaURAN1 IP Address 9 Sort LU Numeric 8alusia
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6. nisiSeuisunagwnuy (COMPARE)

oA

dSeuisunaainu 2 A5 Lilenindaunsaila Online/Offline Ws@unsonely 5095UlWE TXT way Excel

Y a

AANWIAU COMPARE

+  BgfuUuINYRIIUNNAD

2 Browse danlna

< Scan A = lWdii (pfarew)

«  Scan B = Idlvsi (adecnam)

o 995U txt Uaz xlsx

NA Run Comparison

o HavzwandluATIAUENSTLT

ANUNNY

A NEW Host Tusifiusinglunaaunundsdnan
V LosT Host fivnely (induviaa)

+ CHANGED Host #iéfogud Port wWasuly

= SAME Host filsifinnswasuuyas
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7. N9 Export Naans

7.1 Export Excel (.xlsx)

ﬂ@ﬂm Export Excel Ui — tWdasdiddusu Theme Alg9u, Auto Filter way Freeze Header

wWeam

Row 1 Title Bar @n13 Theme

Row 2-4 Metadata: Theme, i’uﬁ Scan, 97121 Online/Offline
Header Fonodutl dmu Theme

Data Rows @dud Odd/Even + Semantic Color (IP, Status, Latency)
Freeze Panes Header finuile Scroll as

Auto Filter nsesdayalinnaedunl

7.2 Export TXT

nty Export TXT — Alvd Text Report wialu 3 d@au: ONLINE HOSTS, OFFLINE HOSTS, PORT DETAILS

Vv Tip: w1 Export 92il Dialog aurindaanisilla Folder walsl na Yes wiiailla Windows Explorer siuft

7.3 Default Export Folder

TUsunsuaztuiinlvg Export 137 <Inanaslusunsu>\Exports\ Tngdnluidf ewensanainlidlusunsy wazazsdh Folder angaiidonlilvinsasialy
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8. nswasu Theme

man Dropdown THEME: yuuuvinvediusunsy & 3 Theme Tiden:

AnWE / NNEEINTU

Midnight Blue Dark theme dthdu-ih — Taunansiiy (AEud)
Dark Gold Dark theme @83 — %3131
Light Modern Light theme @11 — Tdunanedu / esaing

1 Note: n3LUagu Theme finasiuit s2udedlu Excel 7 Export aanande
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9. nsuiludgyniiasiu

ARP Scan laivieu

LLDP/CDP laiwu Neighbor

Scan 91

13wy Host uneda

Antivirus udsiiau

Tsunsuiladn

Export Excel 1l

Fulusunsulugmuz Administrator (A8n31 —> Run as administrator)

salvinsu 60 Fundl gunsalds Packet Win 30-60 il

an Port Range \Ju Common 38 1-1024 wagLiiu Threads

it Ping Timeout uazidald ARP Scan #e

Wsunsuvaensis — wia Whitelist Tu Antivirus ¥30g Submission 1D 984 Microsoft
UnAdmsu Single File EXE — 50 Splash Screen lvianiasa

pip install openpyxl (615U run 970 Python laemns4)
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10. Quick Reference

34 Scan nson IP — na P> START SCAN

“gA Scan nn M STOP SCAN

Sort #1519 aNT Column Header

gawazden Host adnfiualy HOSTS — glu SCAN LOG
fumdaya Ainnlu Filter Bar wilonnsng

ugny Offline Host #n Show Offline

Export Excel a4 Export Excel

Export TXT a4 Export TXT

wWsuifiguawnu pANUAU COMPARE — Browse 2 lnld — Run Comparison
Wasu Theme Afin Dropdown THEME: 31U
Fremadns an X Clear Results
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