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PAT And Static PAT Configuration
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R1(config)#access-list [permit/deny] [Source IP] [Wildcard Mask]
OR

Ril(config)#ip access-list standard
R1(config-std-nacl)#[permit/deny] [Source IP] [Wildcard Mask]

¥

R1(config)#ip access-list standard
R1(config-std-nacl)#permit 172.16.1.9 0.0.0.15
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Building configuration... Building configuration...

interface Etherneto/e interface Etherneto/1
ip address 172.16.1.1 255.255.255.240 ip address 202.172.16.1 255.255.255.252
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R1(config)#ip nat inside source list interface [Outside Interface] overload

R1(config)#ip nat inside source list interface ethernet /1 overload
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Rl#show ip nat translations
Pro Inside global Inside local
icmp 202.172.16.1:90 172.16.1.11:@

icmp 202.172.16.1:1 172.16.1.11:1
icmp 202.172.16.1:2 172.16.1.12:1
icmp 202.172.16.1:3 172.16.1.12:2
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R1(config)#ip nat inside source static [TCP/UDP] [Local Port] interface [Global TCP/UDP Port]

R1l(config)#ip nat inside source static tcpi ESB 8ese

Rl(config)#ip nat inside source static tcp§ iaa3 50011
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Rl#show ip nat translations
Pro Inside global Inside local Outside local Outside global

tcp : 8080 180
tcp 202.172.16.1:50011 172.16.1.12:443
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USER_INTERNET#telnet 202.172.16.1 8080
Trying 202.172.16.1, 8080 ... Open

USER_INTERNET#telnet 202.172.16.1 50011
Trying 202.172.16.1, 50011 ... Open
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Rl#show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 202.172.16.1:8080 172.16.1.11:80 202.172.16.5:11909 202.172.16.5:11909

tcp 202.172.16.1:8080 172.16.1.11:80 --- ---
tcp 202.172.16.1:50011 172.16.1.12:443 202.172.16.5:59044 202.172.16.5:59044
tcp 202.172.16.1:50011 172.16.1.12:443 --- ---
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