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USER 4 172.16.1.14 >

USER 1 @ 172.16.1.11 203.172.16.11
USER 2 @ 172.16.1.12 203.172.16.12
USER 3 @ 172.16.1.13 %
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USER 1 @ 172.16.1.11:612 203.172.16.11:514
USER 2 @ 172.16.1.12:513 203.172.16.11:631
USER 3 @ 172.16.1.13:2 203.172.16.12:391
USER 4 @ 172.16.1.14:139 203.172.16.12:139
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Dynamic PAT Configuration
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R1(config)#taccess-1list [Number standard ACL] [permit/deny] [Source IP] [Wildcard Mask]
OR

R1l(config)#ip access-list standard [Number or Name]
R1(config-std-nacl)#[permit/deny] [Source IP] [Wildcard Mask]
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R1{config)#ip access-1list standard PRIVATE_NET
R1(config-std-nacl)#permit 172.16.1.0 0.6.0.15
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R1(config)#ip nat pool [Pool Name] [Start IP And Stop IP] [Netmask or Prefix-length]

R1(config)#ip nat pool PUBLIC_POOL 203.192.172.11 203.192.172.12 netmask 255.255.255.240

RY
R1(config)#ip nat pool PUBLIC_POOL 203.192.172.11 203.192.172.12 prefix-length 28
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R1(config)#ip access-list standard PRIVATE_NET
Ril(config-std-nacl)#permit 172.16.1.0 ©0.0.0.15

' R1(config)#ip nat pool PUBLIC_POOL 203.192.172.11 283.192.172.12 netmask 255.255.255.240

H OR
{ R1(config)#ip nat pool PUBLIC_POOL 203.192.172.11 203.192.172.12 prefix-length 28
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R1(config)#ip nat inside source list [ACL Number or Name] Pool [Pool Name] overload

et

R1(config)#ip nat inside source list PRIVATE_NET pool PUBLIC_POOL overload
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Rl#show running-config interface ethernet o/e
Building configuration...

Ri#tshow running-config interface ethernet ©/1
Building configuration...

interface Ethernete/e
ip address 172.16.1.1 255.255.255.240

interface Ethernete/1

ip address 202.172.16.1 255.255.255.252

Verify Dynamic PAT

1R33N lA¥INN13 Config Dynamic PAT kaanagaunsldeuiaznsiagas NAT Table Ui
ananfiviaudihfl NAT wieLn Router R1

yaaew Ping 1 8.8.8.8 Gednaasnsldau Intemet 1iulddnne UserClient anananldeu

Internet 151’

USER1> ping 8.8.8.8

84 bytes from 8.8. icmp_seq=1 ttl=253 time=1.665
84 bytes from 8.8. icmp_seq=2 ttl=253 time=1.390

84 bytes from icmp_seq=3 ttl=253 time=1.371
84 bytes from 8.8. icmp_seq=4 ttl=253 time=1.319
84 bytes from icmp_seq=5 ttl=253 time=1.385
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USER2> ping 8.

84 bytes from
84 bytes from
84 bytes from
84 bytes from
84 bytes from

USER3> ping 8.

84 bytes from
84 bytes from
84 bytes from
84 bytes from
84 bytes from

USER4> ping 8.

84 bytes from
84 bytes from

84 bytes from
84 bytes from
84 bytes from

icmp_seqg=1 ttl=253 time=2.
icmp_seqg=2 ttl=253 time=1.
icmp_seqg=3 ttl=253 time=1.
icmp_seq=4 ttl=253 time=1.
icmp_seqg=5 ttl=253 time=1.
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icmp_seqg=1 ttl=253 time=1.
icmp_seq=2 ttl=253 time=1.
icmp_seq=3 ttl=253 time=1.
icmp _seq=4 ttl=253 time=1.
icmp_seq=5 ttl=253 time=1.
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icmp_seq=1 ttl=253 time=2.
icmp_seq=2 ttl=253 time=2.
icmp_seqg=3 ttl=253 time=1.
icmp_seq=4 ttl=253 time=1.
icmp_seq=5 ttl=253 time=1.
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1fAnda “show ip nat translation” \iNamsad@aunns Translate IP 13231914 IP Private wa IP
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Public Wiul#an IP User 1-4 172.16.1.11-14 leignaugiu IP Public 202.1

Rl#show ip nat translations

Pro Inside global Inside local Outside local
icmp 203.172.16.12:514 172.16.1.11:651 8.8.8.8:651
icmp 203.172.16.12:516 172.16.1.11:907 8.8.8.8:907

icmp 203.172.16.12:1 172.16.1.14:219
icmp 203.172.16.12:4 172.16.1.14:475

72.16.12 YNUNA

Outside global
8.8.8.8:514
8.8.8.8:516
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19A &4 “show ip nat statistics” Lﬁﬂ@] @H@b’hx‘l“‘] \ Interface Nidly Inside, Outside Network,
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Rl#show ip nat statistics
Total active translations: 141 (@ static, 141 dynamic; 141 ex
Peak translations: 244, occurred 06:01:50 ago

Hits: 1270 Misses: @
CEF Translated packets: 1270, CEF Punted packets: @
Expired translations: 494

Dynamic mappings:
-- Inside Source
[Id: 1] access-1list PRIVATE_NET pool PUBLIC_POOL refcount 141
pool PUBLIC_POOL: netmask 255.255.255.248
start 203.172.16.11 end 203.172.16.12
type generic, total (50%), misses @

Total doors: ©
Appl doors: @
Normal doors: @
Queued Packets: @
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