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ACL TYPE NUMBER / IDENTIFICATION

NUMBER STANDARD 1-99 OR 1300-1999
EXTENDED 100-199 OR 2000-2699
NAMED STANDARD AND EXTENDED NAME
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Rl#show ip access-lists
Standard IP access list

10 permit 172.16.1.0, wildcard bits ©.0.0.255
20 deny 10.0.0.9, wildcard bits ©.255.255.255
30 permit 192.168.1.9, wildcard bits 0.0.0.255




ACL Operation

Rl#show ip access-lists ACL_TEST

172.16.1.0, wildcard bits ©.0.0.255
Statement 160.0.0.0, wildcard bits ©.255.255.255
192.168.1.0, wildcard bits ©.0.0.255

Permit or Deny
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ACL Configuration
nAeAINTT s ACL azfigtluuuedA14ausa Command Line Al
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43U Standard ACL Hgtuuumdimunliuanssinuandg

R1(config)#access-1list [1-99 or 1300-1999] [permit/deny] [Source-IP]
T Wildcard Mask

R1(config)#access-1list 1 deny | 10.10.10.0)0.0.0.255
Rl(config)#access-1list 1 permit host 172.16.1.1

lushatnamderes ACL UL Standard azdenszyldianiz Source IP winu taednansnszy
Source IP wlunguiiaulals Ineld Wildcard Mask dinunifiendas viessyanns 1P fiawlafls aan
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Extended ACL @131 Extended ACL Hgtlutiumdsnuit lauanssinuany

R1(config)#access-1list [10@-199 or 200@-2699] [permit/deny] [Protocol] [Source-IP] [Source Port Number] [Destination IP] [Destination Port]
Rl(config)#access-list 100 deny tcp 10.10.12.0 ©.0.0,.255 host 192.168.1.1 eq 23
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R1(config)#access-1list 10@ deny ?
<9-255> An IP protocol number
ahp Authentication Header Protocol
eigrp Cisco's EIGRP routing protocol
esp Encapsulation Security Payload
gre Cisco's GRE tunneling
icmp Internet Control Message Protocol
igmp Internet Gateway Message Protocol
ip Any Internet Protocol
ipinip IP in IP tunneling
nos KA9Q NOS compatible IP over IP tunneling
object-group Service object group
ospf OSPF routing protocol
pcp Payload Compression Protocol
pim Protocol Independent Multicast
sctp Stream Control Transmission Protocol
tcp Transmission Control Protocol
udp User Datagram Protocol
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R1(config)#ip access-list [Standard ACL or Extended ACL] [Name]
R1(config-std-nacl)#[Sequence Number] [Source-IP]

R1(config)#ip access-list standard ACL_STD
R1(config-std-nacl)#1e 10.10.10.0 0.0.0.255

WiulAdn Configuration 789 ACL wuit Name azpaudegilussiieuuazglddandiuuy

Number

Ri#show running-config
ip access-list
permit 19.10.10.0 ©.0.0.255

Ri#tshow ip access-lists
IP access list ACL_NAME
10 permit 10.10.10.8, wildcard bits 0.0.0.255
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Ri#show ip access-lists 101
Extended IP access list 101

19 permit tcp 172.16.1.0 0.0.8.255 any eq Www
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R1 ip access-group

Rl#show running-config interface ethernet @/@
Building configuration...

Current configuration : 68 bytes
1

interface Etherneto/e Rl#show ip access-lists(101
no ip address Extended IP access list 101
ip access-group (101)(in 10 permit tcp 172.16.1.0 ©.08.0.255 any eq www

end
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