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115U ACL maud 2 1unsansieeneanisaian Config Mauuuiidy Standard ACL waz
Extended ACL 39ND4 Name ACL Aa¢l
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NN17Ld81 ACL WU Standard Ansdenlafifeanis Iaeinnis Config U Router R1

R1l(config)#
Ri(config)#

1
o

14A1&4 “show ip access-list [Access-List Number]” WaNIN1IMII4aL Statement UAIAN

Config aziiulsdnil 2 Statement A 10 LAz 20 ANATAL

Standard IP access list 1

deny 172.16.1.3
permit 172.16.1.0, wildcard bits ©.0.0.255

Statement 71 10 Host 71 1P 172.16.1.3 wintiunlalawnyalitiiule

Statement 71 20 199N Host 713 1P 172.16.1.0-255 aungnNwle



nasanninuuataunlares ACL uad anaudaldin ALC Td Apply i Interface dusuisiaating
1111 ACL Standard 1 11 Apply 1% Interface Eth 0/0 @il Interface AiTaNmAas=1919 Router R1

waz R2 TaeliHAAN19wln Out (Outbound)

Rl#show running-config interface ethernet 0/0
Building configuration...

Current configuration : 90 bytes

!

interface Ethernete/o

ip address 10.12.0.1 255.255.255.252
ip access-group 1

end

NNN1INALRLNAIAN Apply ACL asuud Interface uliauReanlansesnisvzeld Tnanis

Ping a1n R1-PC3 #id IP 172.16.1.3 11 R2-PC3 aziiuladnliainnsa Ping ldesdanannals

R1-PC3> show ip

: R1-PC3[1]
: 172.16.1.3/24
: 172.16.1.1

1 00:50:79:66:68:03
1 20000

: 127.9.0.1:30000

: 1500

ping 172.16.2.3

icmp_seq=1 tt1=255 time=2.368 (ICMP type: : Communication administratively prohibited)
icmp_seq=2 tt1=255 time=1.593 (ICMP type: H Communication administratively prohibited)
icmp_seq=3 tt1=255 time=2.200 (ICMP type: H Communication administratively prohibited)
icmp_seq=4 ttl=255 time=1.252 (ICMP type: H Communication administratively prohibited)
icmp_seq=5 ttl=255 time=1.800 (ICMP type: H Communication administratively prohibited)




NAGaL Ping a1n R1-PC2 73l IP 172.16.1.2 ld R2-PC3 azidiuladnanunsn Ping luel

anemnnale

R1-PC2> show ip

: R1-PC2[1]
: 172.16.1.2/24
: 172.16.1.1

. 00:50:79:66:68:01
: 20000

: 127.0.0.1:30000

: 1500

R1-PC2> ping 172.16.2.3

from .16.2.3 icmp _seq=1 ttl=62 time=2.580
from .16.2.3 icmp_seq=2 ttl=62 time=2.647
from .16.2.3 icmp_seq=3 ttl=62 time=2.883
from .16.2.3 icmp_seq=4 ttl=62 time=2.119
from .16.2.3 icmp_seq=5 ttl=62 time=2.621

\Hamgaagaui Router R1 Iaelldm44 “show ip access-list [Number]” aviiulein § Packet

1Wnidaulares ACL ssiduny @9daunmlaaineian “matches’

Rl#show ip access-lists 1
Standard IP access list 1

10 deny 172.16.1.3
20 permit 172.16.1.0, wildcard bits ©0.0.0.255

ANNANTINARBLT9FUaiiLlA91 ACL Standard 1 % Config U1 Router R1 4as Apply L1

1
a v

Interface Eth 0/0 HANI Out WUTNARINARAINIT
LAIENYINT Router R1 HLATa1181138 Network LAN LWNaWNNAN 1 Network 111 1P

192.168.1.0/25 az@"1190 Ping a1n Network 24luallis R2-PC3 1avigalyl



NEW NETWORK

R1-PC4
192.168.1.2/25

R1-PC3 R2-PC3
o o
&, y 10.100.100.1/32 10.100.1080.2/32
' o S .
172.16.1.3/24 J N N 172.16.2.3/24
SW1 M‘ R1 ghle/s penie/s Eth 0/1 Eth 8/1
172.16.1.2/24 172.16.2.2/24

R1-PC4> show ip

: R1-PC4[1]
: 192.168.1.2/25
1 192.168.1.1

1 00:50:79:66:68:07
: 20000

: 127.9.0.1:30000

: 1500

172.16.2.3

.168.1.1 icmp_seq=1 tt1=255 time=1 (ICMP type: : Communication administratively prohibited)
.168.1.1 icmp_seq=2 tt1=255 time=1 (ICMP type: H Communication administratively prohibited)
.168.1.1 icmp_seq=3 tt1=255 time=1 (ICMP type: H Communication administratively prohibited)
.168.1.1 icmp_seq=4 ttl=255 time=1 (ICMP type: H Communication administratively prohibited)
.168.1.1 icmp_seq=5 ttl=255 time=1 (ICMP type: H Communication administratively prohibited)

aziulidn R1-PC4 IP 192.168.1.2/25 ld@nunsn Ping luvin R2-PC3 16 tiufiimanzdnlalidn

dnefiuRenlanszyliuun ALC NRatAn e Packet Nldiidnanariu ACL fiazgnifjiasiza Deny Tng

'
=

“implicit deny all” ¥g@ “deny any” &3 implicit deny all az1ilu Statement gavinaigndawenlduasls

waAILL Configuration 289 ACL agvinlif R1-PC4 ldanunsafmsieriu R2-PC3 lhilies

Rl#show ip access-lists 1
Standard IP access list 1
10 deny 172.16.1.3

20 permit 172.16.1.0, wildcard bits ©.0.0.255

Anneaeni3lif User 192.168.1.2/25 aunsanssaliea R2-PC3 1o Afasadng Statement

b4

UUNANND9095U Network 29ud TnaitlnFiuga A1 Sequence 284 Statement FuFuag 10 uaz



9Y19149 Statement APNAUWINAL 10 riwiu Tusnasing Statement LENAZENAWA 10 wazatsudalyl
A8 20 ueilunisasnis il Network asvdatjuugaazainsnisasinglaiing

—m?QQ@ﬂlJACLLﬁNﬁiﬁﬁﬁﬂﬁ?Conﬂgi&“showipzxmess4st[Numbed”

Rl#show ip access-lists 1
Standard IP access list 1

deny 172.16.1.3
permit 172.16.1.9, wildcard bits 0.0.0.255

n1sunen Statement iaaF1eRenladmiu Network 2l Tnaaz iy Statement Magjuugn

- o o = ° Y o v o
IR UBWALILTN sﬁﬁ@qmq?ﬂﬂqﬁuﬂuﬂqﬂm“ﬂiﬂ BINLE 1-9 lumqﬁﬂﬁlq\ﬂﬂﬂ’]ﬂumﬂﬂqﬂLQﬂLﬂu 5

R1(config)#ip access-list 1 —— (Number)

R1(config-std-nacl)#5 permit 192.168.1.0 ©.6.0.128

Rl#show ip access-lists 1
Standard IP access list 1

10 deny 172.16.1.3
20 permit 172.16.1.9, wildcard bits ©.6.0.255

NRIANNANINNIIN Statement 12 1NN1INAdeL Ping a1n R1-PC4 l1l¢fa R2-PC3 aziiiula

471 R1-PC4 @18130 Ping lufla R2-PC3 TALAR



R1-PC4> ping 172.16.2.3

from .16.2.3 icmp_seq=1 ttl=62 time=2.304

from .16.2.3 icmp_seq=2 ttl=62 time=1.025
from .16.2.3 icmp_seq=3 ttl=62 time=1.330
from .16.2.3 icmp_seq=4 ttl=62 time=1.285
from .16.2.3 icmp_seq=5 ttl=62 time=1.099

Extended ACL

Extended ACL anwnsaafreitaulaifimnuiianguwiteszymaazidanldunndt Standard
ACL 2EN9itu 411139921 IP AunIuazilanemi w¥aania Protocol fifesnnsé agnaiiu UDP/TCP
ICMP 1ilusu

Tusatnamnuanafiasnislid Router R2 411130 Remote 11 Router R1 1AtagiNni hitps waz
faanislf R1-PC3 Ping lues R2-PC3 ANANABINTIT 13890 Config ACL Extended 1114

Router R1 atinglsleina? valinsaiuRanleisadnnsg

L2 FRAME

SOURCE IP DESTINATION IP DESTINATION
1P PACKET 10.100.100.2 10.100.100.1 TCP PORT 443 |

R1-PC2 R2-PC2

10.100.100.1/32 10.100.100.2/32 E
172.16.1.2/24 [ y 172.16.2.2/24

SW1 M‘ R1 EEhiO/S ¥th o/e Eth 0/1 Eth /1
172.16.1.3/24 172.16.2.3/24

L2 FRAME

SOURCE IP DESTINATION IP PROTOCOL
IP PACKET 172.16.2.3 172.16.1.3 ICMP ‘

guutuA&Sh 1 Config ACL Extended

R1l(config)#access-list [10@-199 or 2000-2699] [permit/deny] [Protocol] [Source-IP] [Source Port Number] [Destination IP] [Destination Port]



alalaty Config Extended ACL a2 Apply U Interface # Router R1

Rl(config)#access-1list 100 permit tcp host 19.100.100.2 host 19.100.100.1 eq 443

Rl#show ip access-lists 100
Extended IP access list 100
10 permit tcp host 10.100.100.2 host 10.100.10€.1 eq 443

- lu Statement wan ilunsayeyali 1P Fiunie 10.100.100.2 Tlds 1P Uaem199 10.100.100.1
il TCP Port 443 (https) 16 wasi Router R1 Iaidlaldanw “ip http secure-server” Ainalunng

1a89N19 Access 111 Router Ll https W3a1IN Web Browser

Ri#show running-config interface ethernet /0
Building configuration...

Current configuration : 91 bytes

!

interface Ethernete/o

ip address 10.12.0.1 255.255.255.252
ip access-group 1600

end

- nasanNaFatenly ACL wax Apply U Interface wan fvinnnmageunadivldmu@enlan

£ = ]
FaIn19viTa hi

R2#telnet 10.100.1600.1 /source-interface loopback © Source IP = 10.100.100.2

Destination IP

Trying 10.100.100.1, 443 ... Open



NANARALNNTTANARAZIAU AN Router R2 414190 Access Router R1 TCP Port 443 1@ L

|
a oA

andaulauilane R1-PC3 falianunsn Ping lle R2-PC3 16 wwanzazls?

R1-PC3> ping 172.16.2.3

icmp_seqg=1 timeout
icmp _seq=2 timeout

icmp_seq=3 timeout
icmp_seqg=4 timeout
icmp_seq=5 timeout

N199119714989 Ping A&l Packet 211aL&aN ICMP echo request Was ICMP echo reply 1
Faatingtl R1-PC3 lads ICMP echo request liéls R2-PC3 uaa usisia Router R1 laiRaulanaynynli
ICMP einulst Aailuimg ¥ ICMP echo reply aan R2-PC3 g Filter 74117 Router R1 Interface Eth0/0

7nl9f R1-PC3 way R2-PC3 Ping fiulsdiag e

R1-PC2 R2-PC2

10.100.100.1/32 10.100.100.2/32 E
172.16.1.2/24 [ M 172.16.2.2/24

SW1 M R1 Eth 8/8 Eth 8/@ Eth @/1 Eth @/1
RlPCBF m\u-na
ICMP echo request E
172.16.1.3/24 x ICHP echo reply 172.16.2.3/24

Mnsasedeulaiingn 1 Statement iald R1-PC3 172.16.1.3/24 @1unsa Ping lus R2-

PC3172.16.2.3/24 &



Ril#show ip access-lists 100
Extended IP access list 100
10 permit tcp host 10.100.100.2 host 10.100.100.1 eq 443

R1(config)#ip access-list extended 100
R1(config-ext-nacl)#20 icmp 172.16.1.0 ©.0.0.255

Add New Sequence Protocol Destination IP Address
R1l#show ip access-lists 100
Extended IP access list 100
10 permit tcp host 10.100.100.2 host 10.100.100.1 eq 443 (8 matches)
20 permit icmp 172.16.2.0 0.0.0.255 172.16.1.0 ©.0.0.255 (5 matches)

nAgaL Ping a1n R1-PC3 lufia R2-PC3 uasannuiin Statement 1ia38951 Protocol ICMP uaa

TINANNINAFAL ANNN9D Ping A1n R1-PC3 lufla R2-PC3 msimanusiasnigle

R1-PC3> ping 172.16.2.3

84 bytes from 172.16.2.3 icmp_seq=1 ttl=62 time=3.068
84 bytes from 172.16.2.3 icmp_seq=2 ttl=62 time=1.184

84 bytes from 172.16.2.
84 bytes from 172.16.2.

icmp_seq=4 ttl=62 time=1.382
icmp_seq=5 ttl=62 time=1.648

.3

84 bytes from 172.16.2.3 icmp_seq=3 ttl=62 time=1.081
3
3

Name ACL

Name ACL iflunsldeunufintarinuunmnsisalunisssyssinnaes ACL feRReaunsn
analedne ?ﬂﬁ?ﬂ%ﬂ Standard iLag Extended ACL

lushedauansieluil azeetiinetneann Extended ACL #1uuu i1 Config Tugtuuudu

Name ACL



Rl#show ip access-lists 100

Extended IP access list 100
10 permit tcp host 10.100.100.2 host 10.100.100.1 eq 443
20 permit icmp 172.16.2.0 0.0.0.255 172.16.1.9 9.0.0.255

¥

Standard or Extended Name

4

-

R1(config)#ip access-list extended PERMIT_443_ICMP

Destination Port

x
&

R1(config-ext-nacl)#10 permit tcp
R1(config-ext-nacl)#20 permit icmp

Sequence Number Protocol

dounsunli Apply U Interface Jgtutinipeniuii Standard waz Extended Tnaiilaguann

wNeLaaT89 ACL utenas ACL arngUnlduanssinuans

R1l#show running-config interface ethernet 0/@
Building configuration...

Current configuration : 91 bytes
I

interface Ethernet@/e
ip address 10.12.8.1 255.255.255.252

ip access-group PERMIT_443 ICMP
end

ABAITTLIIBUNITAL-LLNSN Access List

Ri#show running-config | include access-list

access-1list 180 permit tcp host 10.1060.100.2 host 10.106.100.1 eq 443

R1(config)#

Ri#show running-config | include access-list




a1n Configuration Auuu dunsasnisauteulaniduienesduns azldarunsnldmda

I
o

“no access-list 100 permit icmp 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0.255” I iwgnzazvinlénn

Raulalu ACL Extended 100 gnauvianus

dndesnisivsvizaas T4A4S “show ip access-list [Number | Name]” tvagansil

Sequence 284 Statement AawN1INTA 1 TuFaetnafIuaIgaziansnsnidanlasymrdng Statement

Sequence 7110 waz 20 Inalfiay Sequence 14 15 NAIAINTIAZLEAIITN7AL Statement TIGINITD

Config lamuginuanssiuans

o y
- NTRNYTaLNIN el

Ri#ishow ip access-lists 100

Extended IP access list 100
10 permit tcp host 10.100.100.2 host 10.100.100.1 eq 443
20 permit icmp 172.16.2.9 0.0.0.255 172.16.1.0 ©0.0.0.255

Rl({config)#ip access-list extended 100

R1(config-ext-nacl)# Add Statement

R1(config-ext-nacl)#end
Ri#tshow ip access-lists
Extended IP access list 100
10 permit tcp host 10.100.100.2 host 10.100.100.1 eq 443

20 permit icmp 172.16.2.0 90.0.0.255 172.16.1.0 0.0.0.255

A
- n1rauRanly

Rl#show ip access-lists 100
Extended IP access list 100
10 permit tcp host 10.100.100.2 host 10.100.100.1 eq 443

20 permit icmp 172.16.2.0 ©.0.0.255 172.16.1.0 0©.9.0.255

Rl(config)#ip access-list extended 1006
Delete Statement

Rl(config-ext-nacl)#

Rl#show ip access-lists 100
Extended IP access list 100
10 permit tcp host 10.100.100.
0.

1 host 10.100.100.1 eq 443
20 permit icmp 172.16.2.0 O.

P
©.255 172.16.1.0 0.0.06.255

Before Add Statement

After Add Statement

Before Delete Statement

After Delete Statement

WAATMUIENWYTausaT Network fiazilfaenisiazidnng Traffic dszunnsinge) wansiariu

aanld ud9aINN198591azAaL Statement 1 ACL Apnsaznagdas e linsaiumusaanisnldanu

AneI1I



