Managing CISCO I0S Images and Upgrades

Tuginsniazes Cisco 10S U Router, Switch azHin199AiL File 174 File System A&

Computer &4 File N¥agjLu Router uiiazatinafiazdniiuldnivunnsaii wiu File 10S AszgniAuly

114 Flash Memory 7@ Startup-config gnifivlilu NVRAM saxlifentszanTdeu File sine) iu

Network einginatinefiinlsiias 11013 Download 10S Version Wsdadiiu Flash tiaNazninig

Upgrade |10S 38 N3 Backup Configuration 15U Server visa PC/Notebook 18431 Tag1eN1

TFTP/FTP Protocol 1114184

Cisco 10S File System 1iudsznausazazlsting waiunsaldands "show file system” a1

o 1 % 1 ¥
Faatinagauansls

Router#show file systems
File Systems:

Free(b)

Size(b)

1241329664 400633856

Type
opaque
opaque

disk
opaque
opaque

network
opaque
opaque
opaque
nvram
network
network
network
network
network
network
opaque

Prefixes
system:
tmpsys:
flash:
null:
tar:
tftp:
xmodem:
ymodem:
syslog:
nvram:
rcp:
ftp:
http:
scp:
sftp:
https:
cns:
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Opaque | N4pLAU File lian ldduiuszuLanun1eluaes Router 1 ANAAIN1T show running-
configuration @gnifivlduu RAM fiazlilas File f1agilu Type Opaque 1t System 11
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NVRAM | #4p1iu Startup-Config

Disk RaaiuAle Flash Memory @ lugauiiazdnunsnaniiu File 10S 16
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Network | #14mLALILY Server Anuuan 611 Network 19 Inaig1unsnzenldineeing

N1 TFTP, FTP, SCP Protocol

Prefix aziflusniuanaLieaaaing annan luszuy T lumiaeaainaniiv ey File 7
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Router#show file systems
File Systems:

Size(b) Free(b) Type Prefixes
- - opaque ! system:
- - opaque ! tmpsys:
1241329664 400633856 disk ! flash:
opaque ! null:
opaque tar:
network ! tftp:
opaque xmodem:
opaque ymodem:
opaque ! syslog:
33554432 33532162 nvram - hvram:
network ! rcp:
network ! ftp:
network - http:
network ! scp:
network : sftp:
network ! https:
opaque cns:
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1318731909 File Ngniivlumisaaainantiue 1 Ineld Ads “dir [prefix]” musiaatnefiiuang

B9z lANAS dir flash: (azuiulaan File 10S gnifiulini)

Router#dir flash:
Directory of flash:/

drwx 16384 Aug 20 2019 16:21:15 +087:00 lost+found
drwx 4096 Aug 20 2019 16:21:20 +07:0@ .prst_sync
-rw- 310879228 Aug 20 2019 16:33:22 +07:00 asr920-universalk9 npe.03.16.02a.S5.155-3.52a-ext.bin
drwx 4096 Mar 10 2021 16:08:25 +07:00 .installer
-rw- 1181 Aug 20 2019 16:38:06 +07:00
-rw- 1147 Aug 20 2019 16:38:56 +07:00
-PwW- 1175 Aug 20 2019 16:39:54 +07:00
drwx 4096 May 11 2020 08:35:47 +07:00 core
drwx 4096 Aug 20 2019 16:45:18 +07:00 .rollback_timer
-rw- ® Aug 20 2019 16:45:38 +087:00 tracelogs.451
drwx 12288 3Jul 14 2021 16:35:29 +07:00 tracelogs
drwx 4096 Jul 15 2014 08:09:40 +07:00 usb_modem
-rw- 446714609 May 11 2020 ©8:23:32 +07:00 asr920-universalk9 npe.16.09.05.SPA.bin
123407 drwx 4096 May 11 2020 08:56:25 +07:00 .dbpersist
123408 drwx 4096 Mar 10 2021 16:12:13 +07:00 health_monitor
107985 drwx 4096 May 11 2020 08:48:55 +07:00 onep

&3 Startup-Config fkiurii azgniiuldlu NVRAM a1unsaldands dir nvram iazens file

fgniu13lu NVRAM

Router#dir nvram:
Directory of nvram:/

32769 ‘ 16607 startup-config
32770 1515 private-config

32771 ‘ 16607 underlying-config
1 269 persistent-data
17 ectm_ieee_mib
1839 ifIndex-table

33554432 bytes total (33532162 bytes free)
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Services Routers
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Catalyst 9200L-24P-4G Switch 10S XE Software ©® Amsterdam-17.3.3 4451-X Integrated Services Router :17.5.1:

3.4
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Gibraltar-16.12.5(MD) File Information Release Date Size
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Encryption
Suggested Release Release : Amsterdam-17.3.3
Release Date : 05-Mar-2021
Amsterdam-17.3.3(MD) €9 _ ) ) _
FileName : isr4400-universalk9_npe.17.03.03.5PA.bin
Gibraltar-16.12.5(MD) Min Memory : DRAM 4096 Flash 8192
Size : 675.89 MB ( 708727058 bytes)
Latest Release MDS Checksum ;. ____ 215995580651a585100641608553911 18 |
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2.Copy File 10S a3uu Flash Memory 2184 Router n1$ Copy File 11 @1:150vn lauanuaneis
v TFTP, FTP Tneiazliirsas Computer, Notebook 1w TFTP, FTP Server @azfiasil Application
198 Program &1 vi"ungaeiiu 3CDaemon, TFTPD32, FileZilla Server 7@ Router U4juaziiges
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Console

uTpP

10.1.1.0/24

- AaeinINT Copy File 10S Tudasuu Flash Memory laglld TFTP

copy tftp:[[//location]/directory]/filename flash: [1152 destination directory aue] Liu

bootflash:]
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TnagtluuuAdaanunsninaaudnlalansil

copy

A3 Copy File

tftp

1 TFTP Tun1s Copy

location/directory

IP Address #iilu TFTP Server

filename %@ File 284 10S ﬁlﬁ’fﬂﬂm? Upload a3 Router
flash: %P File 10S Tnal G9lugangingld Flash
Memory Tun13aaLiy
FantinannsldAnda

Router#copy tftp:// 10.1.1.1[IP 1 Notebook/PC Avinutin#iilu TFTP Server]/ isr4400-

universalk9_npe.17.03.03.SPA.bin [fauas File 0S wWiada File 0S Au ¢ Aifaen1s Copy] flash:

[ManLAULa1EN19UY Router]
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71N17 Check MD5 Tag/liANg
Router#verify /md5 flash:isr4400-universalk9 npe.17.03.03.SPA.bin
NA991N Router BT Verify MD5 id@Fauaa liitFauiiiausn MD5 funig Cisco d4asiaall
ANTNIATIAU

Finaeinanng Copy File 10S Tusasuu Flash Memory Taglld FTP @annsld FTP azlipanuuwmansng
Az TFTP wantes lag FTP Aaeld Username/Password (Iagl Username/Password Fady1nn19451911

FTP File Server)

copy ftp:[[[//[username[:password]@]location]/directory]/flename] flash:[¥i5@ destination directory

21 ¢ 18U bootflash:]

copy ﬁ%%/\‘i Copy File
ftp 3sn15lun1s Copy (I ftp lunng Copy)
username Username (ﬁa%’wﬁ’uu FTP File Server)
password Password (ﬁm%’wﬁuu FTP File Server)
location/directory @130 IP Address ‘ﬁlﬂu FTP Server
Filename %'ﬂ File 284 10S ﬁﬁmmi Upload a3 Router
flash kAL File 10S 11 Router dalugnasingld
Flash Memory lun13aaiiy

Router#copy ftp://admin[Username]:admin1234[Password]@10.10.10.1 [IP FTP

Server)/isr4400-universalk9_npe.17.03.03.SPA.bin [Taaa4 File I0S #saia File A1 9 NAaN1g

Copy] flash: [AdmALLUa189190u Router]

NR991NNNT Copy File I0S a9UU Router AR@IATIAAAL MD5 AWy TFTP
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Console

copy usbflashO:[File Software 10S] flash:
FineENINg LIANES
Router#copy usbflashO: isr4400-universalk9_npe.17.03.03.SPA.bin flash:

MNR99INNNT Copy @4 Flash 284 Router ARBINNNNTATIAEBLAN MD5 [sAaafiuiy TFTP uaz

FTP



2.911n"7 Set boot

I
o o

- ialufaA1 19 Router innsidan’d 10S annd iy mauiidls Router Tasld A4
boot system [device:filename]
ABE19N19AIAT Boot system

Router(config)#boot system ﬂash[ﬁlﬁ‘u File 10S] :isr4400-universalk9_npe.17.03.03.SPA.bin

[@a 10S]
Router#copy running-config startup-config #5a Routerfwrite

NAIAINNIFIAN Boot System THINN13mTa@aL boot variable

4anNaINN1T Set boot tne 3 Router Ban’d 10S 114 Flash Memory waafeaRn1g Set boot

Waizanldanu 10S e Network Ipelld FTP,TFTP
Router#tshow bootvar

BOOT variable = flash:isr4400-universalk9 npe.17.03.03.SPA.bin [IOS 7 Router azyin1sizanld

10S I 183991N Reload %179 1ilm Router Asssialil]

Configuration register is 0x2102 fi39a@a1A1 Configuration Register lagiAn Default Azl 0x2102

TN Configuration Register wWAAzANAZLANFANIIIATY
- 0x2102 Router azizanld 10S annuazauanuaz Fan’ld startup config L NVRAM

- 0x2142 Router %1013 Bypass vi3a kel startup config aan NVRAM Tagaziiiulsias

Q1NN17 Recovery Password



3.Reload Router

7M1 Reload Router a1y Router 1n12@eanld 10S IMuaun lan1n1369A1m14 boot

system
4 ;999482 Version
Mn1TMTIagal Version Iagld Command “show version”

fNnNAIRAaLLAY Router 211130 3end 10S Version Tiuiaq a1:130m1n13ad File 10S

]
1%

nlaldeule ivaiudN ULy Flash Memory tasanunsnldgiunumdslasam

delete [device prefix]:filename
AR

Router#delete flash:isr4400-universalk9 npe.17.03.03.SPA.bin
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