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Description

In an era where digital sovereignty is increasingly central, self-

custody of one's bitcoins is not only a technical skill, but an act of Contents

personal responsibility. Mastering Bitcoin Self-Custody is a
course designed for those who want to manage their bitcoin funds
securely, knowledgeably, and independently, mastering the
fundamental tools and strategies of self-custody.

Target participants

e Financial Advisors
e Asset managers
¢ Financial Professionals
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Cryptographic verification of downloaded software

General considerations

Objectives pursued

Methods used

What about smartphones?

GPG in depth

Practical examples

Electrum software with Windows

Sparrow software with Linux (Ubuntu) or Specter software
with Mac OS

Generation of "secure" passwords

e "Classic" passwords
e Entropy: general concept and calculation
e Passphrases
e Diceware
e Additional tools
Two-factor authentication (2FA)
Passkey
Password Manager
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Signing Devices

e Introduction
e Fundamental and distinctive features
e Brands and reference products

Functional design of a security framework

e Understanding threats (Threat Modeling)

e Possible/realistic scenarios and possible mitigations o
External/exogenous causes o Internal/endogenous causes

e Practical implementation of a security setup
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